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1. Policy Statement 

Antrick Education Pty Ltd trading as Antrick Health Academy (the RTO) is committed to maintaining secure, 
resilient, fit-for-purpose and well-governed information technology systems that support compliant training 
delivery, student administration, CRICOS operations, data protection, business continuity and organisational 
integrity. The RTO recognises that cybersecurity is a core governance, privacy, operational and student-
protection issue, not merely a technical function. 

 

The RTO will establish technical and organisational controls to protect the confidentiality, integrity and 
availability of systems, accounts, records and information assets from misuse, interference, loss and 
unauthorised access, modification or disclosure. Those controls will be proportionate to the sensitivity of the 
information, the risk of harm, the scale of the RTO’s operations and the need to maintain service continuity for 
students, staff and partners. 

 

The RTO reserves the right to impose, modify, suspend or withdraw access to systems, devices, applications, 
networks, cloud services and data where necessary to protect security, privacy, regulatory compliance, service 
continuity, assessment integrity, student welfare or the lawful interests of the organisation. 

 

2. Purpose 

• Establish the RTO’s framework for technology governance, acceptable use and cyber risk management; 
• Protect systems, accounts, personal information, student records and business information from cyber 

threats and misuse; 
• Define minimum security expectations for staff, contractors, students, third parties and connected 

systems; 
• Support compliance with privacy, data protection, records, reporting and business continuity obligations; 
• Ensure effective preparation for, response to and recovery from cyber security incidents and data breaches; 
• Promote a security-aware culture across all business units, delivery sites and online environments. 

 

3. Scope 

This policy applies to all RTO-owned, leased, hosted, managed or otherwise controlled IT assets and 
environments, including networks, servers, endpoints, mobile devices, learning management systems, student 
management systems, cloud platforms, email, collaboration tools, websites, databases, remote access 
services, backups, removable media and third-party hosted services. It also applies to any personally owned 
device authorised to access RTO systems or information. 

 

 



 
 

   

 

4. Legislative and Regulatory Context 

The 2025 Standards for RTOs took effect on 1 July 2025 and determine how RTOs must operate to deliver quality 
outcomes. ASQA’s Risk Management Practice Guide states that risks to students, staff and the organisation 
must be identified and managed, that business continuity planning should be reviewed regularly, and warns 
against failing to properly secure and protect personal and sensitive information in line with privacy legislation 
and cybersecurity principles. 

 

APP 11 of the Privacy Act framework requires reasonable steps to protect personal information from misuse, 
interference, loss and unauthorised access, modification or disclosure, and requires reasonable steps to 
destroy or de-identify information that is no longer needed where retention is not otherwise required. OAIC 
guidance on responding to data breaches states that responses should generally follow four key steps: contain, 
assess, notify and review. 

 

The Australian Signals Directorate recommends organisations implement the Essential Eight mitigation 
strategies as a baseline to make it much harder for adversaries to compromise systems. Official Australian 
cyber guidance also emphasises incident response planning, prompt reporting, preparation in advance of 
incidents and practical controls such as multi-factor authentication, patching, backups and secure 
administration. 

 

5. Definitions 

• Information technology (IT) asset means any hardware, software, system, service, account, application, 
network component, cloud environment or information-processing resource used by or for the RTO. 

• Cybersecurity incident means an unwanted or unexpected cyber event, or series of events, that 
compromises or has a significant probability of compromising business operations, information, systems or 
services. 

• Personal information has the meaning given under the Privacy Act 1988. 
• Privileged access means administrative, elevated or otherwise high-level access capable of materially 

changing systems, users, security settings or data. 
• MFA means multi-factor authentication. 
• Endpoint means a laptop, desktop, mobile device, tablet, virtual workstation or other device connecting to 

RTO systems. 
• BYOD means bring your own device, being a personally owned device permitted to access RTO systems 

under approved conditions. 

 

6. Policy Principles 

• Security must be built into system design, procurement, configuration, operation and retirement. 
• Access must be based on role, least privilege and business need. 



 
 

   

 

• Technology use must support student safety, privacy, service continuity and regulatory compliance. 
• The RTO will maintain layered controls combining technical safeguards, governance controls, training and 

monitoring. 
• Users are individually accountable for activity performed using their accounts or devices unless 

unauthorised compromise is established. 
• Known vulnerabilities and unsupported technologies must be actively managed, reduced or removed in a 

timely manner. 
• Critical systems and data must be recoverable through tested backup and continuity arrangements. 
• Third-party services and integrations must be assessed and controlled before use. 

 

7. Governance and Roles 

• Board / Governing Body: provides oversight of material cyber, privacy and continuity risks and receives 
reporting on significant incidents and control maturity. 

• CEO/COO: has overall accountability for ensuring the RTO’s technology and cybersecurity framework is 
implemented and resourced. 

• IT Manager / Cybersecurity Lead: manages day-to-day security operations, technical controls, monitoring, 
incident response coordination and system hardening. 

• Compliance Manager / Privacy Officer: monitors privacy, records, notification and regulatory implications of 
IT and cyber matters. 

• Data Owners / System Owners: approve access, classify information, support secure use and ensure 
business process controls align with system capability. 

• Managers and supervisors: ensure staff follow security requirements and report issues promptly. 
• All users: must use RTO systems responsibly, protect credentials, complete required training and 

immediately report suspicious activity, device loss or security concerns. 
• Third parties: must comply with contractual security, privacy, access, breach notification and audit 

requirements. 

 

8. Acceptable Use Requirements 

RTO systems are provided primarily for authorised educational, administrative, regulatory, governance and 
business purposes. Limited personal use may be permitted only where it is lawful, incidental, does not interfere 
with duties, does not create additional risk or cost, and does not breach any policy, law or professional 
obligation. 

• Users must only access systems and information they are authorised to use. 
• Users must not share passwords, MFA methods or user accounts. 
• Users must not install unapproved software, connect unauthorised devices or bypass security controls. 
• Users must not use RTO systems for unlawful, offensive, harassing, fraudulent, infringing or reputationally 

damaging conduct. 



 
 

   

 

• Users must not copy, export, email or upload confidential or personal information to unapproved services 
or personal accounts. 

• Users must comply with records, privacy, copyright, assessment integrity and acceptable behaviour 
obligations when using technology. 

9. Identity, Access and Authentication 

Access to systems must be provisioned, changed and revoked through controlled processes. Access rights 
must reflect role, need and sensitivity, and be removed promptly on separation, suspension, role change or 
contract end. 

• Unique user accounts are mandatory. 
• MFA must be enabled for high-risk systems, remote access, privileged accounts, email, cloud services and 

any other systems designated by the RTO. 
• Strong passwords or passphrases must be used in accordance with the RTO’s credential standard. 
• Privileged access must be tightly restricted, separately approved and periodically reviewed. 
• Dormant, generic or orphaned accounts must be identified and disabled. 
• Access logs should be retained and reviewed for critical systems where proportionate. 

 

10. Endpoint, Network and System Security 

RTO devices and systems must be configured securely and maintained in accordance with approved standards. 
Controls may include anti-malware, patching, supported operating systems, device encryption, screen locking, 
logging, segmentation, secure configuration baselines, restricted local administrator rights and remote wipe 
capability where appropriate. 

• Unsupported or end-of-life systems must not be used unless formally risk assessed and approved with 
compensating controls. 

• Security updates and patches must be applied in a timely, risk-based manner. 
• Application control or equivalent restriction measures should be applied where appropriate to reduce 

unauthorised code execution. 
• Backups must be protected against unauthorised modification or deletion and tested for restore capability. 
• Remote access must use approved secure methods only. 
• Network and wireless services must be protected against unauthorised access and use. 

 

11. Essential Eight Alignment 

As a baseline, the RTO should work toward implementation of the Essential Eight mitigation strategies or 
equivalent safeguards proportionate to its environment. The Essential Eight is intended to make it much harder 
for adversaries to compromise systems. 

• application control or other execution restrictions; 
• timely patching of applications; 



 
 

   

 

• appropriate configuration of macro and document execution settings; 
• user application hardening where relevant; 
• restriction of administrative privileges; 
• timely patching of operating systems; 
• multi-factor authentication; 
• regular backups with tested recovery arrangements. 

 

12. Email, Internet and Cloud Use 

Email, web browsing and cloud services are common vectors for cyber compromise and data leakage. Users 
must therefore exercise caution and comply with the RTO’s approved-use rules. Suspicious links, attachments, 
QR codes, login prompts, unexpected payment requests and urgent credential requests must be treated as 
potentially malicious until verified. 

• Only approved cloud services may be used for RTO information. 
• Sensitive or personal information must not be transmitted or stored insecurely. 
• Mass forwarding, auto-forwarding to personal accounts, or unsanctioned sharing links may be restricted or 

prohibited. 
• High-risk websites, downloads or categories may be blocked or monitored. 
• Users must report phishing or suspected scam messages immediately. 

 

13. BYOD, Mobile and Remote Work 

Any personally owned device used to access RTO systems or information must comply with minimum security 
requirements set by the RTO. The RTO may refuse, restrict or withdraw BYOD access at any time if security, 
privacy or management requirements are not met. 

• Approved devices must have current operating systems, screen locks and basic security enabled. 
• The RTO may require MFA, mobile device management, encryption, containerisation or remote wipe 

capability as a condition of access. 
• Users must take reasonable steps to protect devices from theft, loss, viewing by unauthorised persons and 

insecure networks. 
• Lost or stolen devices used for RTO access must be reported immediately. 

 

14. Procurement, Third Parties and System Change 

New systems, vendors, integrations, outsourced services and significant changes must be assessed for 
cybersecurity, privacy, continuity and data governance impacts before approval and deployment. Contracts 
should address security responsibilities, access restrictions, data ownership, subcontracting, breach 
notification, backup, disaster recovery, location of data, return or destruction of data, audit rights and exit 
support. 



 
 

   

 

 

15. Logging, Monitoring and Audit 

The RTO may log, monitor, inspect, test and audit the use of its systems, accounts, devices, traffic and 
information to protect security, investigate incidents, confirm compliance and support business continuity. 
Users should not expect privacy in their use of RTO systems beyond what the law requires. Monitoring will be 
conducted lawfully and proportionately. 

 

16. Cyber Security Incident and Data Breach Response 

Any suspected cyber security incident, phishing compromise, malware infection, credential theft, ransomware 
event, denial-of-service event, suspicious login, unauthorised access, system outage, data loss or 
unauthorised disclosure must be escalated immediately. The RTO’s incident response must be tailored to the 
circumstances, preserve evidence where possible, and coordinate technology, privacy, legal, operational and 
communications responses. 

 

Consistent with OAIC guidance, incidents involving personal information should generally be handled using the 
four key steps: contain, assess, notify and review. Cyber incidents may also require reporting to the Australian 
Signals Directorate, law enforcement, insurers, vendors, regulators, affected individuals or other stakeholders 
depending on the circumstances and applicable obligations. 

 

17. Business Continuity and Recovery 

Critical educational and business systems must have continuity and recovery arrangements proportionate to 
their importance. The RTO must identify critical services, recovery priorities, backup dependencies, manual 
workarounds, communication paths and restoration responsibilities. Continuity and restoration arrangements 
should be tested periodically and after major change where practicable. 

 

18. Security Awareness and Training 

All staff, contractors and other relevant users must receive induction and periodic refresher training on cyber 
security, privacy, phishing, password / passphrase practices, MFA use, data handling, reporting of suspicious 
events, device protection and any role-specific requirements. Additional training should be provided to 
privileged users, incident responders and staff in high-risk functions. 

 

19. Retention, Disposal and Information Lifecycle 

Systems and devices must support lawful retention, secure disposal and defensible decommissioning. 
Personal information and other records must not be retained longer than lawfully required, and when disposal 
is permitted it must occur securely through deletion, destruction, de-identification, media sanitisation or 



 
 

   

 

approved vendor process as appropriate. Disposal must align with records management and privacy 
obligations. 

20. Non-Compliance 

Failure to comply with this policy, deliberate circumvention of controls, misuse of systems, unsafe handling of 
credentials, unapproved disclosure of information, unauthorised software or device use, concealment of a 
cyber incident, or refusal to cooperate with security investigation may result in access suspension, disciplinary 
action, contract action, cost recovery, referral to law enforcement or regulators, and any other lawful protective 
measure. 

 

 

21. Procedure 

21.1 Access Provisioning 
1. Manager or system owner requests access based on role and need. 
2. IT verifies approval and provisions the minimum necessary access. 
3. User is issued credentials and required setup steps including MFA where applicable. 
4. Access is recorded and reviewed periodically. 

21.2 New Device or System Onboarding 
5. Confirm approved procurement or authorisation. 
6. Apply configuration baseline, security software, patching and account controls. 
7. Register the asset or service in the appropriate inventory. 
8. Confirm backup, logging and recovery expectations where relevant before production use. 

21.3 Reporting a Suspected Cyber Incident 
9. Immediately report the issue to IT / Cybersecurity Lead and the relevant manager. 
10. Do not delete evidence or continue risky activity unless directed. 
11. If safe to do so, disconnect affected devices or sessions in accordance with instructions. 
12. IT assesses severity, contains the incident and escalates to executive / privacy / compliance roles as 

required. 

21.4 Response Workflow 
13. Contain the incident and stabilise affected systems. 
14. Assess the facts, scope, systems affected, information involved, cause and likely harm. 
15. Notify required internal and external parties where applicable. 
16. Review root cause, lessons learned, control gaps and remediation actions. 

21.5 Access Removal 
17. On separation, suspension or role change, the manager notifies IT immediately. 
18. IT revokes or adjusts accounts, MFA methods, devices, tokens, keys and shared access without delay. 
19. Any retained access requires written approval and a time-bound justification. 

 

22. Minimum User Security Rules 



 
 

   

 

• Use approved accounts and do not share credentials. 
• Enable and complete MFA where required. 
• Lock devices when unattended. 
• Report phishing, scams, suspicious logins, lost devices and unusual system behaviour immediately. 
• Do not store RTO data in personal apps, personal email or unauthorised cloud services. 
• Only install software or extensions approved by the RTO. 
• Comply with update, patch and restart instructions issued by IT. 
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