RTO: 41572

Level 5, 525
Flinders Street
Melbourne, VIC 3000

[ ! ] l } I \( \ l) [ \1 1 E: admin@antrick.edu.au

R W: www.antrick.edu.au

<%

RECORDS MANAGEMENT AND DATA GOVERNANCE

POLICY
DOCUMENT CONTROL
Department: Compl!ance /Administration / Policy Code: GOV-006
Executive / IT
Version #: 1.0 Effective Date: 01/07/2026
. CEO/ COO/ Board / Delegated

Review Date: 01/12/2017 Approved By: Authority

Policy Owner: CEO Responsible Officer: Compliance Manager / Records

Custodian / Data Owner

Applies To:

All directors, governing persons,
managers, staff, contractors,
trainers, assessors, student
services staff, third parties, agents
and offshore partners who create,
receive, access, use, store,
disclose or dispose of RTO records
or data

Status: Approved Draft / Active

Related Documents:

Privacy and Data Protection Policy,
Information Technology and
Cybersecurity Policy, Regulatory
Compliance and Reporting Policy,
Student Access to Records Policy,
Certification Issuance Policy, USI
Policy, Complaints and Appeals
Policy, Third-Party Arrangements
Policy

Standards for RTOs 2025, NVETR
Act 2011, ESOS Act 2000, National
Code 2018, AQF, Privacy Act 1988,
Related Legislation / Standards: Australian Privacy Principles, NDB
scheme, National VET Data Policy,
AVETMISS requirements and other
applicable recordkeeping laws




Level 5, 525
Flinders Street
Melbourne, VIC 3000

l | i TI I \( \ D E \1 A E: admin@antrick.edu.au

L A W: www.antrick.edu.au
; $“'.- >

RTO: 41572

1. Policy Statement

Antrick Education Pty Ltd trading as Antrick Health Academy (the RTO) is committed to maintaining a secure,
accurate, accessible, lawful and well-governed records management and data governance framework across
all business operations, including domestic delivery, CRICOS operations, online systems, workplace delivery,
offshore or transnational activities and third-party arrangements.

The RTO recognises that good records and data governance are essential to student protection, regulatory
compliance, financial accountability, operational continuity, academic integrity, certification integrity, privacy
compliance and defensible decision-making. Records must therefore be created, classified, stored, accessed,
used, disclosed, retained, archived and disposed of in a controlled and documented manner.

The RTO reserves the right to set operational controls over record ownership, access, classification, security,
retention and disposal in order to protect legal privilege, confidentiality, regulatory compliance, business
continuity and the integrity of student and corporate information, provided those controls remain lawful and
consistent with access rights and statutory obligations.

2. Purpose

e Establish a single framework for records management and data governance across the organisation;

e Ensure records and data are accurate, current, secure, retrievable and appropriately retained;

e Support compliance with regulatory, privacy, data reporting, audit and evidence obligations;

e Define responsibilities for record creation, ownership, classification, access, retention, correction and
disposal;

e Protect personal information and commercially sensitive information from misuse, interference, loss and
unauthorised access or disclosure;

e Support lawful access, correction, reporting, incident response and business continuity.

3. Scope

This policy applies to all physical and electronic records, structured and unstructured data, and all information
assets created, collected, received, stored or controlled by the RTO, whether held on-site, off-site, in the cloud,
by a student management system, by a staff member, by a contractor, or by a third party acting on behalf of the
RTO.

It applies to student records, staff records, governance records, finance records, training and assessment
records, enrolment and support records, marketing records, complaints and appeals records, contracts,
partner and agent records, cybersecurity logs, audit evidence, certification records, reporting data and any
metadata associated with those records.
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4. Legislative and Regulatory Context

The 2025 Standards for RTOs took effect on 1 July 2025 and determine how RTOs must operate to deliver quality
outcomes. RTOs are also subject to data collection and provision obligations. ASQA states that all RTOs must
collect a range of data from their students and report all delivery activity, known as Total VET activity, to NCVER
at least annually. This includes full AVETMISS data under the National VET Data Policy and requires AVETMISS-
compliant student and enrolment records to be maintained.

ASQA also states that currently registered RTOs are required to hold student records for a minimum of 30 years.
The RTO will therefore maintain long-term recordkeeping controls for student records and certification-related
information and will not dispose of such records before the minimum lawful retention period has expired unless
another law requires a longer period.

The Privacy Act 1988 and the 13 Australian Privacy Principles govern standards, rights and obligations relating to
collection, use, disclosure, governance, accountability, integrity, correction and access to personal
information. APP 11 requires reasonable steps to protect personal information from misuse, interference, loss
and unauthorised access, modification or disclosure, and to destroy or de-identify information when no longer
required for a permitted purpose. APP 12 governs access requests to personal information, and APP 13 governs
correction of personal information. OAIC guidance on data breach response identifies four key steps: contain,
assess, notify and review.

AVETMISS is the Australian Vocational Education and Training Management Information Statistical Standard,
which is the national data standard used for VET reporting. The RTO must maintain data quality, coding integrity
and reporting practices consistent with AVETMISS, NCVER and any contractual or regulatory data obligations
then in force.

5. Definitions

e Record means any information created, received or maintained as evidence of an activity, transaction,
decision, student interaction, assessment event, regulatory matter or business function, regardless of
format.

e Data means facts, values, codes, metadata, documents, images, audio, video, logs or other information
held in a system or record.

e Personalinformation has the meaning given under the Privacy Act 1988 and includes information or an
opinion about an identified individual or an individual who is reasonably identifiable.

e Sensitive information includes health information and other categories of information treated as sensitive
under the Privacy Act.
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Data owner means the role accountable for a dataset, system or record category, including quality, access,
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use and retention controls.

Records custodian means the role responsible for maintaining the operational controls, storage and
retrieval arrangements for records.

AVETMISS means the Australian Vocational Education and Training Management Information Statistical
Standard.

Retention period means the minimum period for which a record must be kept before lawful disposal may be
considered.

6. Policy Principles

Records must be complete, accurate, authentic, legible and retrievable.

Information must be collected and used lawfully and only for proper organisational, educational,
contractual or regulatory purposes.

Access to records and data must be based on role, need, authority and privacy requirements.
Personal information must be protected by technical and organisational controls appropriate to the
sensitivity and risk of the information.

Records must be retained for the applicable minimum period and disposed of in a secure and documented
manner when lawful to do so.

Critical records must be protected through backup, continuity and disaster recovery arrangements.
Data used for reporting, certification, compliance and decision-making must be quality checked and
controlled.

Third parties who hold or process RTO records or data must be subject to contractual control, security
expectations and audit rights.

7. Record Categories

The RTO will classify records into categories that support access, retention and control decisions. Minimum

categories include:

student lifecycle records, including enquiries, enrolment, LLN, support, progress, attendance, intervention,
complaints and completion;

training and assessment records, including TAS documents, assessment tools, mapping, validation,
moderation and evidence records;

certification and qualification issuance records;

student identity, USI and verification records;

international student / CRICOS / PRISMS-related records;

staff and contractor employment, credential, induction, PD and performance records;

governance, policy, audit, risk and compliance records;

financial, procurement, insurance and contractual records;
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third-party, partner, agent and offshore arrangement records;
privacy, security, cyber incident and data breach records.

. Roles and Responsibilities

Board / Governing Body: oversees high-level governance of information, compliance and risk settings for
criticalrecords and data.

CEO/COQO: has overall accountability for the effectiveness of the records management and data
governance framework.

Compliance Manager: monitors legal and regulatory recordkeeping obligations, audit evidence readiness
and retention compliance.

Records Custodian / Administration Manager: maintains classification, storage, retention schedules,
archiving and disposal controls.

Data Owners: ensure data quality, lawful use, access control and reporting accuracy for their systems or
record categories.

IT / Systems Support: implements technical security, backups, logging, restore capability, system access
controls and cyber safeguards.

Managers / Supervisors: ensure records for their function are created, stored and controlled correctly.

All staff and contractors: must create and maintain accurate records, protect confidentiality, use approved
systems and comply with retention and access rules.

Third parties: must maintain records and data in accordance with the RTO’s requirements and contractual
obligations.

9. Record Creation and Capture

Records must be created at the time of, or as soon as practicable after, the activity or event they document.

Records must be sufficiently detailed to provide evidence of what occurred, who was involved, when it occurred

and what decision or outcome resulted.

Student and assessment records must be captured in approved systems or controlled files.

Verbal decisions affecting students, staff, compliance or finance must be confirmed in a record where
material.

Unofficial personal files, shadow systems or unmanaged local copies must not be used as the primary
record where an approved system exists.

Metadata, version control and date/time fields should be retained where available to support authenticity.
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10. Data Quality and Integrity

Data used for AVETMISS reporting, certification issuance, student support decisions, regulatory reporting,
financial controls and management reporting must be accurate, up-to-date, complete, relevant and not
misleading. Quality assurance checks must be performed at appropriate points including data entry, validation,
reporting preparation and correction processing.

e validation of mandatory fields and coding values;

e identity and USl verification where required;

e periodic duplicate and anomaly checking;

e reconciliation between source records and reporting outputs;

e review of correction requests and update history;

e restricted editing rights for high-risk fields and certification data.

11. Access Control and Use

Access to records and data must be granted on the basis of role, business need, confidentiality, student
privacy, legal authority and system security. Access must be limited to the minimum necessary for the task
being performed.

e useraccounts must be unique and not shared;

e privileged access must be restricted and periodically reviewed;

e sensitive records must be further restricted where warranted;

e accessonrole change, suspension or separation must be removed or adjusted promptly;
e information must not be copied, exported or disclosed without authority;

e remote access and portable storage must comply with security requirements.

12. Privacy, Security and Confidentiality

The RTO will take reasonable technical and organisational steps to protect personal information from misuse,
interference, loss and unauthorised access, modification or disclosure. Measures may include authentication
controls, least-privilege access, encryption, secure transmission, secure disposal, audit logging, monitoring,
staff training, confidentiality obligations, password management, backup, patching and vendor controls.

Information security controls must be proportionate to the sensitivity of the information, the risk of harm,
system architecture, business context and legal obligations. Particularly sensitive information, including health,
welfare, under-18, misconduct, complaint and visa-related records, must be handled with enhanced care.

13. Access and Correction Requests

The RTO will respond to requests for access to personal information and requests for correction of personal
information in a lawful and timely manner, subject to any permitted exceptions. Requests may require identity
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Where correction is warranted, the RTO will take reasonable steps to ensure information is accurate, up-to-
date, complete, relevant and not misleading. Where a request is refused, the RTO will provide a written
response and advise the requester of the available review or complaint pathway where required by law or
policy.

14. Data Reporting and Regulatory Submission

The RTO must maintain records sufficient to support AVETMISS-compliant reporting, Total VET Activity
reporting, quality indicator reporting, Annual Declaration on Compliance support, certification evidence, audit
evidence and any reporting or notification required under ASQA, NCVER, ESOS, PRISMS, TPS, funding contracts
or other lawful obligations.

Before submission of material regulatory or statistical data, the relevant data owner must complete appropriate
validation, reconciliation and sign-off processes. Material errors must be corrected promptly once identified.

15. Retention and Disposal

Records must be retained for at least the applicable lawful minimum retention period, and longer where
required for litigation hold, regulatory action, unresolved complaint, insurance, funding contract, taxation, child
safety, business need or other legal reason. Disposal must be suspended where a hold notice or investigation
applies.

The RTO will maintain a retention schedule. At minimum, currently registered RTO student records must be
retained for a minimum of 30 years. Other records must be retained according to applicable legal, contractual
and operational requirements then in force. Disposal must be secure, documented and authorised by the
appropriate officer.

16. Archiving, Backup and Business Continuity

Critical records must be backed up and protected against system failure, corruption, unauthorised deletion,
disaster and business interruption. Backup regimes must be tested periodically for restore capability. Archived
records must remain retrievable, legible and protected for the duration of their retention period, including
where system migrations occur.

17. Third-Party and Cross-Border Data Handling

Where records or data are processed, hosted or accessed by third parties, agents, cloud vendors or offshore
partners, the RTO must ensure contractual controls address confidentiality, privacy, access restriction, breach
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notification, data return or destruction, business continuity, audit rights, subcontracting controls and legal
compliance. No third party may treat RTO records as its own property or withhold access to records needed for
regulatory, student or business purposes.
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18. Data Breaches, Loss and Unauthorised Disclosure

Suspected or actual loss, unauthorised access, unauthorised disclosure, corruption or destruction of personal
information or critical records must be escalated immediately under the RTO’s incident and privacy response
arrangements. Consistent with OAIC guidance, the response should follow the four key steps of contain,
assess, notify and review. Evidence must be preserved where possible and remedial action taken promptly to
reduce harm.

19. Monitoring, Audit and Review

The RTO will periodically review recordkeeping controls, data quality, access logs, retention compliance,
system permissions, reporting accuracy, backup effectiveness, third-party compliance and correction / access
handling performance. Findings must be recorded and, where necessary, entered into the Continuous
Improvement Register or risk framework.

20. Non-Compliance

Failure to create required records, falsification of records, destruction of records without authority, misuse of
confidential information, unauthorised access, inappropriate disclosure, negligent data handling, failure to
comply with retention controls, or obstruction of lawful access, audit or regulatory review may constitute
misconduct, serious misconduct, breach of contract or regulatory non-compliance. The RTO may take
disciplinary, contractual, remedial, legal or regulatory action as appropriate.

21. Procedure

21.1 Creating and Filing Records

1. Create the record at the time of the event or as soon as practicable.

2. Use the approved system, template or controlled file location for the record type.
3. Apply the correct naming, classification and metadata requirements.

4. Store supporting evidence with or linked to the primary record where required.

21.2 Access Management

5. Manager or data owner approves role-based access.

6. IT or system administrator provisions access consistent with least-privilege principles.
7. Access isreviewed periodically and on role change or separation.

8. Any suspected inappropriate access is escalated immediately.

21.3 Handling Access and Correction Requests
9. Receive and log the request.
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10. Verify identity and authority of the requester.

11. Assess scope, applicable exemptions or restrictions, and records affected.

12. Provide access or correction, or issue a written refusal / partial refusal where lawful.
13. Record the outcome, date, decision-maker and any correction made.

21.4 Disposal Process

14. Check the retention schedule and confirm no hold applies.

15. Obtain approval from the authorised officer.

16. Dispose of the record securely by shredding, secure deletion, certified destruction or approved vendor
process.

17. Update the disposal log, including date, record category, authoriser and method.

21.5 Data Breach / Record Loss Response

18. Contain the incident and limit further loss or disclosure.

19. Assess what information or records are involved, who is affected and the likely risk of harm.
20. Notify relevant internal officers and any external authority or affected person as required.
21. Review root cause, implement improvements and update relevant registers and controls.

Supporting Forms and Registers
Form / Register

Minimum Retention Schedule
Record/s Access and/or Correction Log

Approval and Endorsement

Name Position Signature Date
Dimity Leech CEO 01/3/2026
Tony Yeung COO/Compliance 01/03/2026

Printed copies are uncontrolled unless verified against the current controlled version. This document is company confidential and may only be
used, disclosed or reproduced with authorisation except where required by law.

Source basis used in drafting: ASQA Leadership and Accountability Practice Guide; ASQA Standards for RTOs 2025 framework; NVETR Act 2011; Fitand
Proper Person Requirements; and the wider ESOS, AQF, privacy, WHS and anti-discrimination compliance framework relevant to RTO governance.



